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Abstract 6 

The exponential growth of publicly accessible genomic data over the last two decades has 7 
transformed life sciences, yet it has also exposed a critical vulnerability. Weakly enforced 8 
requirements for data provenance, structured metadata, and material authentication have 9 
degraded the potential of these resources for interoperability and reuse in digital biology. The 10 
lack of traceability and verification in genomic data poses escalating risks to scientific 11 
reproducibility, biosecurity, and the integrity of AI-driven biological research (AIxBio). 12 
Examples from cancer and microbial genomics, infectious disease surveillance, public 13 
sequence archives, and emerging AI-enabled biology demonstrate how poor data 14 
provenance and metadata quality gaps undermine trust, drive irreproducible results, and 15 
create opportunities for data fabrication and misuse. The manuscript further emphasizes 16 
that reproducibility alone is insufficient when shared reference data are contaminated, 17 
mislabeled, incompletely described, or biologically outdated. Furthermore, the unique role 18 
of biological repositories and international culture collections is presented as bridging the 19 
physical-to-digital divide and enabling the creation of trusted “digital twins” for biological 20 
research. Finally, the proactive preservation of physical reference materials underpinning 21 
genomic data and an emphasis on “metadata as infrastructure” is presented as a key 22 
ingredient for the future success and sustainability of artificial intelligence and machine 23 
learning across the life sciences (i.e., AIxBio). Finally, proactive preservation of physical 24 
reference materials and the treatment of “metadata as infrastructure” are presented as key 25 
ingredients for the future success and sustainability of artificial intelligence and machine 26 
learning across the life sciences. 27 

Introduction   28 

Genomic data have become a cornerstone of modern life sciences research, supporting 29 
applications that range from tracking infectious disease outbreaks to developing precision 30 
diagnostics, engineering new biotechnologies, and advancing our understanding of human 31 
health. Since the creation of the Los Alamos Sequence Data Bank in 1979 (1) and the 32 
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National Institutes of Health GenBank database in 1982 (2), the amount of DNA sequence 33 
data available to the global research community has roughly doubled every 24 months (3). 34 
This rapid expansion has vastly democratized access to genomic information and fueled 35 
countless discoveries. However, it has also exposed a critical weakness in our scientific 36 
infrastructure: the lack of robust requirements for data provenance and authenticity in 37 
genomic databases. As a result, downstream applications that depend on accurate 38 
metadata and sample traceability increasingly face significant challenges in interoperability 39 
and reproducibility (4–7). 40 

Walter Goad’s 1979 proposal to create the Los Alamos DNA Data Bank acknowledged that 41 
the credibility of sequence records could not rest solely on community trust, proposing 42 
instead that such a database should include a graded “validation status” tied to objective 43 
supporting evidence and independent confirmation (1). In this framework, the provenance 44 
of the data, including the methods used to produce it and the source of the original 45 
materials, was treated as an artifact equal in importance to the DNA sequence data itself. 46 
When the NIH took over management of the Los Alamos data repository and created 47 
GenBank in 1982, the NIH ended the practice of assigning a “validation status” for DNA 48 
sequence data deposited into the database. Over 40 years later, the primary international 49 
sequence repositories (i.e., the International Nucleotide Sequence Database Collaboration 50 
[INSDC], which includes GenBank, the European Nucleotide Archive [ENA], and the DNA 51 
Data Bank of Japan [DDBJ]) no longer verify the accuracy or source of the sequences they 52 
host. Instead, they operate under a shared model in which the responsibility for record 53 
quality and accuracy rests primarily with the submitting author, rather than the database 54 
itself (8). Accordingly, INSDC databases function primarily as data archives, not curated 55 
repositories of validated reference data. Arguably, given the scale of these databases and 56 
the pace at which data are deposited into them, the role of INSDC member databases 57 
should not be to “police” the veracity of all data being submitted for distribution, but rather 58 
to enable equitable, open, international access to the genomic data for all organisms. 59 

Nonetheless, each member database has implemented some level of automated screening 60 
to ensure that minimum quality requirements are met for each new submission (9). In 61 
practice, data are accepted into INSDC databases without independent authentication or 62 
“validation,” and there is no requirement for reference specimens or source materials to be 63 
preserved or identified. Notably, the primary metadata standard used by INSDC member 64 
databases—the Minimum Information About Any (X) Sample (MIxS)—treats references for 65 
biomaterials (ref_biomaterial) and source material identifiers (source_mat_id) as optional or 66 
recommended fields (10–12). Thus, provenance (e.g., the documented origin and history of 67 
the data) and authenticity (e.g., confidence that data are genuine and untampered) are 68 
largely taken on trust. Unfortunately, while the genomics community generally operates 69 
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under the assumption that most researchers submit correct, well-documented sequences 70 
with clear sample (i.e., BioSample) metadata, this assumption is proving increasingly 71 
problematic (4–6, 13–16). 72 

The absence of enforced data provenance and authenticity standards for both biological 73 
materials and experimental methods has led to the widespread practice of researchers 74 
contributing only the minimum information needed for each submission. Researchers 75 
worldwide deposit genomic data and associated metadata with varying degrees of quality 76 
control, often using inconsistent nomenclature and metadata formatting conventions. As 77 
expected, human-in-the-loop curation of these databases has not kept pace with their 78 
explosive growth. As a result, deposited data are rarely updated or corrected after 79 
submission, and the aggregate quality of sample and experimental metadata has degraded 80 
over time. Third-party curation and annotation systems, which have been proposed as 81 
solutions to this issue (17), have urged NCBI to allow a community-curated annotation 82 
process where domain experts could add or correct annotations on sequences. 83 
Unfortunately, this proposal was not embraced by INSDC member databases, and NCBI’s 84 
own limited implementation—the Third Party Annotation [TPA] system—was retired in 2025, 85 
reportedly due to excessive technical complexity (18). As a result, public genomics 86 
repositories contain large numbers of entries that are incomplete (19–22), mislabeled (23, 87 
24), of poor quality (25, 26), or outright fraudulent (27, 28). This significant but 88 
underappreciated problem is likely the result of a combination of insufficient minimum 89 
requirements for depositing data, poor scientific rigor, and in some cases intentional 90 
misconduct or obfuscation. Collectively, these deficiencies impact scientific reproducibility 91 
(7, 29–32), public health (5, 33, 34), and biosecurity (35–37).  92 

Below, this manuscript reviews the specific issues surrounding the reuse, authentication, 93 
and provenance of genomic data, especially as they relate to descriptors for source 94 
materials, sample handling, chain of custody, sample processing, and bioinformatics 95 
methods. This work closes by arguing that the genomics community does not need to 96 
reinvent provenance standards, but must enforce and operationalize existing standards 97 
more consistently, preserve physical reference materials where possible, and prioritize 98 
targeted retrospective curation of high-value legacy records, especially those used as 99 
references, in clinical or regulatory contexts, or in widely reused AI/ML training and 100 
benchmark datasets. 101 

Missing or Mislabeled Sample Metadata 102 

A significant challenge in public genomic repositories is the pervasive lack of essential 103 
sample metadata, which are critical for interpreting and integrating genomic sequences 104 



 4 

across nearly all potential downstream application areas. For pathogen genomics data, 105 
these gaps create real-world risks for public health and biosecurity. For example, a 2021 U.S. 106 
FDA-led study highlighted how key fields like collection date, geographic origin, host, and 107 
other contextual details are widely absent or incomplete in GenBank’s BioSample and 108 
GenomeTrakr pathogen surveillance databases, largely because MIxS guidelines make 109 
inclusion of this information optional at the point of submission (5). Their analysis of 110 
Salmonella, Escherichia coli, and Listeria genomes found that of the 550,270 genome 111 
assemblies inspected, ~25% of the entries were missing at least one crucial piece of 112 
metadata needed for public health surveillance and epidemiology. Furthermore, there was 113 
a significant disparity between samples identified as “clinical” vs. those from food or 114 
environmental sources: clinical samples were missing these metadata in 134,133 (~49%) of 115 
the records, whereas only 1,823 samples (0.7%) originating from food and environmental 116 
surveillance efforts had missing data. This suggests a meaningful disparity in awareness in 117 
the importance of these data among professionals operating in clinical laboratories and 118 
highlights an opportunity to improve training for scientists responsible for data collection 119 
and submission.  120 

Our own analyses of publicly available bacterial genome assemblies also revealed 121 
significant metadata deficiencies (38). We examined 2,701 bacterial RefSeq genome 122 
assemblies labeled as “ATCC” reference strains and found that nearly half were missing one 123 
or more crucial metadata fields (or contained non-informative values) describing how the 124 
data were produced and processed. Furthermore, ~40% of records failed to report the 125 
sequencing technology or bioinformatics methods used to generate the assembly, and over 126 
99% lacked any “isolate” description or source information associated with the originating 127 
BioSample. Even the “relation to type material” field (which indicates if a sequence comes 128 
from an official bacterial type strain) was empty in 38% of cases, making it difficult to discern 129 
whether a given genome sequence corresponds to the canonical type strain reference 130 
material for a species or instead represents a derivative, unverified laboratory strain labeled 131 
with the same strain name. In addition, among the assemblies examined that were 132 
generated from ATCC reference strains, internal ATCC records indicated that only ~15% of 133 
sequencing laboratories had obtained the organism directly from ATCC’s culture collection. 134 
The remaining ~85% presumably sequenced lab-to-lab clones or derivatives obtained 135 
through informal strain sharing between laboratories, a practice that effectively erodes one 136 
of the core purposes of international culture collections—namely, serving as a central 137 
controlled source of materials (39–41).  138 

Similarly for eukaryotic data, a 2021 study by Buckner et al. (4) found that the majority of 139 
eukaryotic genetic sequences in GenBank are not linked to any preserved voucher specimen 140 
or culture collection record, despite prior calls to address this gap (42). The authors 141 
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identified a lack of physical traceability, errors in source material information, and the 142 
absence of clear descriptions on how the data were produced as collectively posing a 143 
“serious impediment” for researchers seeking to confirm that a DNA sequence truly 144 
corresponds to the species or strain. They provide cautionary examples in which mislabeled 145 
or contaminated sequences entered public databases and remain uncorrected, misguiding 146 
research until errors are uncovered either unexpectedly or through labor-intensive forensic 147 
analyses (43). More recently, Crandall et al. (21) also found that most (87%) genome-scale 148 
genetic diversity data in GenBank lack the spatiotemporal metadata needed for reuse. 149 
Crandall’s “datathon” further demonstrated a persistent issue: even when metadata can be 150 
recovered, it often requires substantial effort involving manual curation due to gaps in data 151 
formatting and structure. Moreover, metadata recoverability declines rapidly with age 152 
(~13.5% loss per year), reinforcing the need to capture and curate metadata at the point of 153 
submission rather than attempting to “fix it later.” These critiques are also consistent with 154 
findings from Toczydlowski et al. who found, among more than 300,000 BioSamples tied to 155 
Sequence Read Archive (SRA) records relevant to biodiversity research, only ~13% include 156 
time and location information, substantially hampering the reuse of these data at scale (20).   157 

Unfortunately, missing or incomplete metadata issues are not confined to genomic 158 
reference sequences but also significantly affect other important genomics databases such 159 
as NCBI’s Gene Expression Omnibus (GEO) data repository. In 2025, Huang et al.  (22) 160 
systematically assessed how missing and inconsistently shared metadata in GEO 161 
undermine data reuse and reproducibility: across 253 studies (>164,000 samples) they 162 
found that ~25% of critical metadata were omitted, significantly hampering comparative 163 
analyses across studies. Furthermore, only 11.5% of these studies fully shared the assessed 164 
phenotypes, meaning most records lack the basic descriptors needed to interpret datasets 165 
or match samples across studies.  The authors explicitly note that metadata fields for 166 
sample source (and other similar contextual fields) were often missing or inconsistently 167 
reported in both SRA and GEO, thereby limiting reusability even when raw data are 168 
deposited. 169 

Another study reached a similar conclusion for microbiome-oriented INSDC deposits: 170 
despite broad awareness and uptake of MIxS, metadata associated with most samples 171 
remained poorly standardized, nonstandard fields introduced substantial variation, and 172 
harmonization across studies was often difficult or impossible without manual curation (44). 173 
This issue further exacerbates challenges in downstream analytics, including machine 174 
learning and AI applications, revealing fundamental shortcomings in how bioinformatics 175 
provenance is captured, structured, and maintained. 176 
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Bioinformatics Provenance Gaps 177 

Although NCBI repositories such as SRA, BioSample, and GenBank implement structured 178 
submission schemas—and in some domains incorporate community standards such as 179 
MIxS—these frameworks still capture only a subset of the methodological record. In SRA, 180 
technical metadata are organized around the STUDY, SAMPLE, EXPERIMENT, and RUN 181 
objects; the EXPERIMENT and RUN records capture items such as library preparation, 182 
sequencing strategy, layout, and instrument model (45). However, NCBI also states that 183 
most descriptive information is captured at the EXPERIMENT level and depends on 184 
submitter-provided Title and Description text. BioSample likewise maintains recognized 185 
attributes and package structures but explicitly permits submitters to provide any number 186 
of custom attributes. GenBank genome submissions require a limited set of assembly 187 
metadata, including assembly method, program version or date, approximate coverage, and 188 
sequencing technology, while other informative details such as polishing method or 189 
reference-guided status remain optional. Taken together, these repository schemas provide 190 
a scaffold for deposition, but they do not constitute a single, consistently enforced, 191 
machine-readable standard for end-to-end sequencing and bioinformatics provenance. 192 

This limitation is not merely theoretical. A 2015 study examined SRA protocol annotation and 193 
found that only ~4% of studies contained annotations for queried preparatory protocol 194 
steps, while ~74% of studies had omitted details for those steps; the authors concluded that 195 
the current level of annotation inhibits systematic studies of protocol bias and significantly 196 
weakens comparative analysis (46). Given the sustained rapid growth of SRA over the last 197 
decade, it remains unclear whether any effort has been made to retrospectively improve 198 
these metrics for historical samples. At the sample-metadata layer, MetaSRA was 199 
developed precisely because SRA-linked BioSample metadata were difficult to use at scale: 200 
both property names and values were described as non-standardized and created at the 201 
discretion of submitters, resulting in synonyms, misspellings, abbreviations, and free-text 202 
phrases that resist large-scale computational reuse (47). Klie and colleagues reported that 203 
most SRA samples were missing metadata across several categories and that user-defined 204 
fields dominated the metadata landscape. In their dataset, only ~22% of values were paired 205 
with BioSample-defined attributes. Another 2019 study found the same pattern in 206 
BioSample more broadly: 85% of records used the Generic package, which imposes very few 207 
required attributes, and 15% of attribute name-value pairs used ad hoc names outside the 208 
BioSample dictionary (48). The authors further concluded that most field names and values 209 
were not standardized or controlled; many distinct labels were used to represent the same 210 
underlying concept, and these inconsistencies impede search and reuse. 211 
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A central issue across public databases is that metadata are frequently provided only at the 212 
experiment level rather than the sample level. The studies cited above emphasize that 213 
missing sample-level metadata restricts credibility and can make secondary analysis a 214 
substantial challenge (i.e., replication and robust reanalysis require per-sample 215 
descriptors). These findings indicate that public archives often preserve raw sequence files 216 
more reliably than they preserve the contextual and methodological metadata needed for 217 
robust cross-study interpretation, replication, and reuse.  218 

The problem becomes even sharper when the focus shifts from sample description to 219 
computational provenance. Metadata standards may record platform, library, and 220 
assembly-summary fields, but they do not generally require a standardized disclosure of the 221 
complete analytical environment: software versions, parameter settings, reference 222 
databases, filtering thresholds, contamination-screening logic, branching decisions, or 223 
validation procedures (49). This demonstrates why complementary provenance frameworks 224 
such as BioCompute are needed as a standard for communicating high-throughput 225 
sequencing workflows, validation, and reproducibility (50). Workflow-provenance studies 226 
confirm that incomplete documentation of workflow requirements can lead directly to failed 227 
re-execution in new environments (51). Therefore, the methodological opacity of public 228 
genomics archives is not simply a metadata nuisance; it is a structural trust problem. When 229 
sequencing and bioinformatics methods are inconsistently recorded, relegated to free text, 230 
or omitted entirely, independent verification becomes harder (and often impossible), 231 
comparative reuse becomes more fragile, and the evidentiary value of archived genomic 232 
data is weakened. These gaps directly shape whether genomic analyses can be reproduced, 233 
meaningfully reanalyzed, or trusted as evidence 234 

Scientific Misconduct and Data Fabrication 235 

Scientific fraud, including data fabrication, falsification, and plagiarism, should be of 236 
significant concern for anyone working in the genomics, bioinformatics, genetics, AIxBio, or 237 
digital biology space—especially those working with data sourced from public data 238 
repositories. Unfortunately, however, a high degree of presumed trust is placed in data 239 
sourced from these databases, despite ample signs that these data should be treated with 240 
caution. While most scientists are honest, surveys and meta-analyses indicate a non-trivial 241 
minority engage in unethical practices that collectively create significant risks for the entire 242 
global genomics research community. A large-scale systematic survey and meta-analysis of 243 
prior work on scientific fraud revealed ~2% of scientists in the U.S. and EU admitted to 244 
fabricating or falsifying data at least once within the three years prior to being surveyed (52). 245 
A subsequent study surveyed 6,813 scientists and found ~4% admitted to fabricating or 246 
falsifying existing data one or more times in their careers, largely driven by pressures to 247 
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publish (53). The problem may be even more widespread: in 2023, an estimated 5.8% of all 248 
biomedical research papers published globally were “true fakes” and reported completely 249 
fabricated results (54). The issue of fabricated publications has been repeatedly raised by 250 
Jennifer Byrne and colleagues, most recently in their analysis of 2.6 million cancer research 251 
publications spanning 1999 to 2024 where ~9.9% of all publications were flagged as 252 
suspicious and likely originating from “paper mill” publishers (55). 253 

Raw genomic data are typically structured as plain-text files (i.e., .fasta, .fastq, .gbk, etc.), 254 
making them amenable to computational modeling. As a result, generative approaches for 255 
simulating realistic genomic sequence data in silico have been an active area of research in 256 
computational biology for decades (56–61). These tools are generally used for 257 
benchmarking and testing newly developed bioinformatics algorithms at scale, obviating the 258 
need for laboratory experiments. Importantly, however, these same tools can also be used 259 
to generate fabricated genomic data or to augment existing datasets with fabricated 260 
sequences to deliver a specific result needed for publication. Pairing such datasets with 261 
falsified metadata would be trivial. Taken together, these data could be submitted to public 262 
genomics databases to support a fabricated publication, which would result in the poisoning 263 
of public database integrity and accuracy. Unfortunately, there have been documented 264 
instances where falsified genomics data has been found in these databases. 265 

The earliest known example of falsified sequencing data associated with peer-reviewed 266 
publications occurred in the late 1990s (62). The associated data were later “suppressed” 267 
from GenBank after the publications were retracted, but not before being cited 27 times in 268 
the literature. In another study, researchers found falsified mitochondrial DNA sequences to 269 
support a series of publications and a fabricated phylogenetic tree of sparrow hawks. This 270 
was discovered serendipitously after researchers had difficulty identifying the source of 271 
voucher specimens for the original (falsified) data and made open calls for improved 272 
curation and stronger enforcement of authenticity checks for mitochondrial DNA sequences 273 
in public databases (13, 63, 64). Interestingly, these data remain labeled as “UNVERIFIED” 274 
in GenBank to this day, leaving the potential for their successful retrieval using common 275 
tools like BLAST despite being entirely false. A third example of genomics data misconduct 276 
involved falsified and intentionally mislabeled gene expression microarray data put forth as 277 
evidence of genomic signatures suitable for companion diagnostics in chemotherapeutics 278 
(65). At least two groups independently failed to replicate these results, but the data 279 
submitted to GEO were not removed until a third group published a separate peer-reviewed 280 
“forensic bioinformatics” publication calling for the retraction of the original paper and data 281 
(66). In a fourth case, a scientist falsely claimed successful integration of a therapeutic gene 282 
in mice, fabricating DNA sequencing data for CRISPR integration sites and related PCR 283 
assays. A 2010 NIH investigation resulted in the retraction of three papers and the 284 
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cancellation of four grants (67). In a fifth case, DNA methylation sequencing data was 285 
falsified by an early-career scientist investigating endocrine disruptors in animal models. 286 
After the results could not be replicated, another NIH Office of Research Integrity (ORI) 287 
investigation revealed the original results were fabricated, resulting in the retraction of the 288 
corresponding paper and removal of the data from public databases (68). Importantly, all 289 
the above instances involved discovery of the fabrication only after independent groups 290 
attempted to replicate the results, which then triggered investigations once those attempts 291 
failed. In all these cases, the removal or suppression of the data did not occur until years 292 
after the data were originally deposited and, in some cases, after the original fabricated work 293 
was cited by hundreds of separate publications.   294 

The examples above represent a small number of readily confirmed cases in which 295 
fabricated or falsified genomics or omics data were deposited into public repositories. While 296 
the number of documented cases may seem limited, it should be interpreted cautiously 297 
given how little systematic work has been directed at detecting fabricated genomic data 298 
within public archives. It’s also important to consider these findings within the broader 299 
context of scientific fraud in general. By the most conservative estimate above, the impact 300 
of even 2% of genomics scientists falsifying data would have an enormous detrimental 301 
impact on our public data repositories.  302 

Very limited research has been directed specifically at detecting fraudulent genomic data 303 
that may already exist in INSDC databases (as opposed to published works). Only a single 304 
published study has intentionally attempted to detect fraudulent sequencing data directly 305 
(69). Ironically, the authors note they were not successful in identifying fraudulent data in 306 
GenBank associated with retracted papers, not due to the absence of the data, but instead 307 
largely due to gaps in sample and depositor attribution metadata for these data, which made 308 
it extremely difficult to properly assess the veracity of data that may be tied to public 309 
databases. Separately, Bouadjenek et al. developed a means to assess the quality of 310 
sequencing records as a whole (i.e., both the sequence and associated metadata) using a 311 
combination of machine learning models and iterative information retrieval strategies (70). 312 
They report ~25% of the sequencing records investigated were “suspicious”, although they 313 
did not specifically identify these as potentially fabricated and instead frame these as data 314 
quality oversights by the submitters. Thus, despite the relative ease with which fabricated 315 
genomic data could be produced at scale, the degree to which intentionally falsified data is 316 
currently poisoning public databases remains largely unanswered.  317 
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Reproducible Does Not Mean Correct  318 

Irreproducibility is a well-recognized crisis in science, and deficiencies in genomic data 319 
quality and metadata completeness materially undermine reproducibility and reuse of 320 
genomic data (71–73). The impacts of genomic data contamination (9, 25, 33), incomplete 321 
metadata (22, 30, 74), sample-quality imbalance (75), and weak data provenance (38, 51) 322 
have been well documented. If published genomic datasets are contaminated, mislabeled, 323 
or otherwise unreliable, other scientists may spend extended periods of time chasing false 324 
leads or trying and failing to replicate results found in existing published datasets. Worse, 325 
they may computationally replicate results from otherwise compromised data and 326 
unknowingly reach the same (incorrect) conclusions, a scenario that is often overlooked by 327 
early-career scientists who may assume that public datasets are correct (76). Accordingly, 328 
the central question is not only whether a genomic result can be reproduced, but whether 329 
the data and methods underlying that result are sufficiently authentic, traceable, and well-330 
described to justify confidence in its correctness. Under this model, reproducing prior 331 
results then tests both the technical aspects of the replication experiment and the biological 332 
validity of the results. 333 

Conceptually, reproducibility, replicability, and correctness should not be treated as 334 
interchangeable. Reproducibility demonstrates that a result can be regenerated using the 335 
same data and analysis; replicability asks whether similar conclusions are obtained when a 336 
study is repeated independently; correctness concerns whether the underlying biological 337 
claim is true (72, 76). These distinctions matter in genomics because technically 338 
reproducible workflows may still yield false biological inferences if the underlying data are 339 
contaminated, mislabeled, incompletely described, or interpreted against flawed reference 340 
resources. In this sense, reproducibility is necessary for trust, but it is not sufficient. 341 
Importantly, archival deposition in repositories such as BioSample, BioProject, GenBank, or 342 
SRA should not be mistaken for independent validation. As extensively discussed above, 343 
these submitter-driven archives are designed primarily to preserve and disseminate data, 344 
not to certify the correctness of the biological claims associated with those data.  345 

An additional concern is error propagation through shared databases and analytical 346 
infrastructure. Once a contaminated, misclassified, or otherwise defective record enters a 347 
public repository, it can be reused in downstream annotation pipelines, comparative 348 
genomics studies, taxonomic classifiers, benchmark datasets, meta-analyses, and myriad 349 
other reuse cases (73). Subsequent investigators may then obtain concordant results not 350 
because the underlying claim is true, but because they are relying on the same compromised 351 
inputs. This creates a form of circular confirmation in which “reproducible wrongness” is 352 
reinforced by repeated reuse. The problem is amplified by the fact that reference databases 353 
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themselves are not error-free: large-scale contamination, taxonomic misassignment, and 354 
sequence-content errors have all been documented in public sequence resources (23, 26, 355 
34, 77). Thus, even technically rigorous analyses may produce stable but incorrect answers 356 
when the shared reference layer is flawed. 357 

Finally, it is important to recognize that “correctness” in genomics is not a static notion, but 358 
a moving target that shifts as scientific understanding advances. However, individual 359 
genomics datasets are largely static records that are seldom retrospectively updated or 360 
systematically re-analyzed after the data are submitted—even when new evidence reveals 361 
prior classifications, annotations, or assemblies are no longer accurate, e.g., the recent work 362 
of Nguyen and others (78–80). Consequently, older genome entries produced under 363 
outdated taxonomic frameworks, legacy methods, or initial assumptions often persist 364 
uncorrected in these databases. When subsequent studies unknowingly reuse such legacy 365 
data, they may propagate obsolete interpretations and effectively contaminate modern 366 
analyses, reinforcing a cycle of wrongness in which results appear consistent but rest on 367 
outdated information. In essence, reproducibility alone cannot guarantee true biological 368 
validity if reference databases fail to keep pace with new scientific insights: one can faithfully 369 
replicate past findings yet still fall out of step with current scientific truth. This reality 370 
underscores that data stewardship involves more than simply collecting and providing data. 371 
An ideal genomic data ecosystem would include continuous curation and versioning of 372 
reference records, near real time dissemination and verification of updated annotations or 373 
reclassifications, and richer, standardized metadata to enable downstream researchers to 374 
reinterpret legacy datasets as knowledge evolves. Although implementing such practices is 375 
challenging under current community-submission models (especially given the frequent 376 
lack of comprehensive metadata), strengthening these stewardship mechanisms is 377 
increasingly crucial to ensure that shared genomic resources remain as up to date, accurate, 378 
and trustworthy as the science they underpin. 379 

Metadata quality and computational provenance determine whether such wrongness can 380 
be recognized and investigated after the fact. Missing sample-level metadata, non-381 
standardized descriptors, and incomplete method reporting do not merely reduce 382 
convenience; they directly limit the ability of other investigators to distinguish true biological 383 
variation from contamination, sample-quality imbalance, sample mislabeling, or analytical 384 
artifacts (5, 6, 22, 44, 48, 74). Rajesh et al. (2021) found that substantial metadata are lost 385 
between publications and public repositories, while Huang et al. (2025) showed that critical 386 
metadata omissions remain widespread across public omics studies. At the computational 387 
level, incomplete documentation of workflow requirements, software versions, parameters, 388 
and execution environments can prevent meaningful reanalysis or even successful re-389 
execution. This is precisely why provenance-focused efforts such as BioCompute emerged 390 
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(50): not because reproducibility was solved, but because the archives and publications 391 
alone often fail to capture enough information to interpret what was actually done. Lastly, 392 
these issues have real economic consequences as well, by some estimates as high as $28 393 
billion in research funding is wasted annually in the U.S. alone (81).  394 

Challenges for Digital Biology 395 

Ultimately, the issues described above extend into the integrity of AI-enabled biology, going 396 
far beyond classical reproducibility and data provenance issues. Public genomic data are 397 
increasingly reused for model training, benchmarking, and reference-set construction. If 398 
those data are missing material origin information or have unresolved contamination, 399 
metadata inconsistencies, provenance gaps, or duplicated and mislabeled records, the 400 
resulting models may appear performant while encoding hidden biases or failure modes 401 
inherited from the training corpus (7). Recent standards-focused reviews have explicitly 402 
noted that data-quality variability, inconsistent metadata, and reuse barriers in genomic 403 
archives could affect emerging AI models under development (7, 22, 44).  404 

For digital biology, data provenance and structured metadata are a matter of enabling 405 
infrastructure. Recent advances in AI-enabled biology already illustrate this, with AlphaFold 406 
representing the clearest positive example. In the original AlphaFold paper, it was stated that 407 
the model was possible because it could train to high accuracy using supervised learning on 408 
Protein Data Bank (PDB) data (82). Subsequent PDB reviews have been even more explicit: 409 
rigorously validated and expertly biocurated PDB structures are considered a gold-standard 410 
resource that has made AI/ML prediction of protein structures possible (83).  This did not 411 
happen because the PDB was merely a large, comprehensive database, but rather because 412 
it has maintained a very high level of rigorous deposition standards, formal validation, expert 413 
biocuration, and public validation reports since its inception (84). In short, AlphaFold was 414 
enabled not only by architecture and compute, but by decades of disciplined, human-in-the-415 
loop data stewardship. 416 

In contrast, genome-scale foundation models are being developed under much less 417 
favorable data conditions. Evo 2 was trained on 9 trillion DNA base pairs from a “highly 418 
curated genomic atlas” (OpenGenome2), whose corpus was compiled from curated, non-419 
redundant nucleotide data spanning bacteria, archaea, eukaryotes, and bacteriophages 420 
(85). Interestingly, OpenGenome2 was not based on NCBI’s RefSeq, but instead was based 421 
on GTDB (86), IMG/VR (87), and IMG/PR (88), with additional layers of automated curation 422 
applied in all cases to further quality-filter the resulting data used for building 423 
OpenGenome2 and training Evo 2. Likewise, the recently published Nucleotide Transformer 424 
model also did not simply ingest arbitrary public genomes; its pretraining was selected from 425 
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RefSeq on the basis of assembly quality and species diversity, yet significant manual 426 
curation of records was still needed for model development (89). Similarly, CellFM 427 
development was directly hampered by technical noise and batch effects across single-cell 428 
sequencing datasets, which required extensive standardized data cleansing of public 429 
datasets into unified formats before training (90). Another single-cell AI model being 430 
developed, SCimilarity, had the same challenges: pan-body analyses were hampered by 431 
dataset curation and harmonization challenges stemming from gaps in metadata and a lack 432 
of standardized pre-processing methodologies (91). A recent review of large single-cell 433 
genomics atlases reinforces these points (92). Thus, even in the emerging field of genomics 434 
foundation models, developers are already compensating for uneven public data quality and 435 
poorly documented metadata by imposing additional filters, human curation decisions, and 436 
label controls before training or evaluation. 437 

Benchmarking and evaluation introduce an additional layer of risk. The Nucleotide 438 
Transformer authors explicitly note that Enformer’s performance in their benchmark might 439 
be inflated because the model had originally been trained using different data splits, creating 440 
potential data leakage (89). A later benchmark of DNA foundation models reached a similar 441 
conclusion from another angle, showing that pretraining data composition and metadata 442 
accuracy materially affect downstream performance (93). Consistent with these concerns, 443 
Joeres et al. recently introduced DataSAIL, a framework aimed at helping prevent overly 444 
optimistic benchmark results driven by information leakage rather than true model 445 
generalization (94). 446 

Establishing Reference Source Materials 447 

In 2018, ATCC launched the Enhanced Authentication Initiative (EAI) to perform whole-448 
genome sequencing on 250 microbial strains that serve as critical reference materials for 449 
clinical microbiology and were known to have significantly divergent genome references in 450 
public databases. At a high level, the goal of the EAI was to establish ground truth for these 451 
microbes’ genomes by sequencing materials directly from ATCC’s reference collection. This 452 
program was later expanded in 2019 with the launch of the ATCC Genome Portal (AGP, 453 
https://genomes.atcc.org), which has the implicit goal of creating high-quality genomic 454 
reference data for all materials held within ATCC’s living collection (95). Today, the AGP is 455 
composed entirely of genomic data produced in-house by ATCC for 7,000 microbes and 456 
nearly 1,000 human and animal cell lines (as of June, 2026). All of the data were generated 457 
directly from source materials in ATCC’s collection, using both Oxford Nanopore 458 
Technologies and Illumina sequencing technologies, and subsequently layered with expertly 459 
curated provenance and sample source data, genome annotations, resistome data, 460 
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methylation data, transcriptomics data, and genomic variant data for thousands of ATCC 461 
microbes, human and animal cell lines, and viruses. 462 

ATCC’s initiative was not the first to establish clear provenance between materials and the 463 
genomic data representing them. Early examples of this can be found in the Cancer Cell Line 464 
Encyclopedia (CCLE), which was initiated in 2006 as a collaboration between Novartis and 465 
the Broad Institute and released in 2012 (96). CCLE included multiomics data for ~1,000 cell 466 
lines commonly used across the biopharma and cancer research domains and aimed to 467 
create a digital atlas for benchmarking and exploratory studies. The provenance of the 468 
materials used for CCLE, however, has come into question multiple times since the initial 469 
landmark publication. Significant genetic and pharmacogenomic discrepancies between its 470 
database and other major repositories, such as the Sanger Institute’s, have been 471 
documented by multiple independent studies (97–99). An early study, which was later 472 
openly debated, identified issues with passage history and secondary distribution as 473 
potential sources of differences between CCLE and the Cancer Genome Project (CGP), 474 
where a lack of direct traceability to certified lots (like those from ATCC) may have 475 
contributed to mislabeled lines or irreproducible drug-response data. A later study identified 476 
106 "identical" cell lines shared between these institutes that showed only a 57% overlap in 477 
mutations, suggesting that many lines have evolved into genetically distinct strains rather 478 
than being identical reagents and, more importantly, that these materials had not been 479 
directly sourced from a common biorepository or culture collection (100). The general issues 480 
around cell line authenticity and the importance of provenance specifically were later 481 
reviewed in 2018 by Hynds et al. (101). A systematic comparison of ATCC’s own ‘omics data 482 
for the ~1,000 cell lines currently included in the AGP against those from CCLE and CGP is 483 
underway. 484 

In microbiology, similar efforts have been undertaken. For example, a consortium was led by 485 
the U.S. FDA to create the FDA-ARGOS BioProject where 487 human pathogen “reference 486 
strains” were sequenced using “regulatory-grade” quality criteria (102). This cohort of data 487 
was later expanded to include genome assemblies for 1,428 microbes. The FDA-ARGOS 488 
database introduced additional hurdles to its utility, however, by intentionally renaming 489 
known strains, some available in culture collections, with new “FDAARGOS_####” strain 490 
designations. It is also notable that at least 83 (~5.8%) of the assemblies in the FDA-ARGOS 491 
BioProject (PRJNA231221) have subsequently been marked as “atypical” by NCBI’s 492 
automated systems either for potential source material ambiguity, taxonomic 493 
misclassification, or contamination (e.g., ~74 have greater than 5% contamination by 494 
CheckM using family-specific markers) and as a result, are suppressed genomes. Lastly, 495 
since many of the isolates used for FDA-ARGOS were sourced from non-public clinical 496 
microbiology laboratory collections, and the associated strain identifiers for publicly 497 
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available strains were renamed, replicating the results of FDA-ARGOS even for a small 498 
number of isolates remains a substantial challenge. Collectively, this limits the ability of the 499 
broader research community to associate these reference genomes with existing type-500 
strains or clinical reference strain identifiers and therefore limits the utility of the data. 501 

In a separate effort, the National Collection of Type Cultures (NCTC) created the NCTC3000 502 
collection where 2,234 whole-genome assemblies were produced using only PacBio data 503 
(103). The effort primarily focused on bacterial pathogens, with an emphasis on type strains 504 
and historical isolates from the Public Health England’s NCTC. In a similar vein, the Japanese 505 
Collection of Microorganisms (JCM) carried out whole-genome sequencing of 351 506 
authenticated prokaryote strains for which no prior reference genome was available, an 507 
effort that helps expand the overall diversity of microbial genomic data for otherwise 508 
neglected organisms (104). Like ATCC’s AGP initiative, the NCTC3000 collection is derived 509 
from authenticated strains and culture collection numbers (NCTC IDs) link directly to stored 510 
vials in the biobank for each assembly. 511 

A similar effort was undertaken using a democratized consortium approach by the World 512 
Federation of Culture Collections’ (WFCC) 10K genomes project (105), which currently is 513 
~20% complete (e.g., see BioProject #PRJDB9057). Importantly, while the WFCC project 514 
outlines protocols and methods for participating sequencing centers, the metadata 515 
captured, sourcing of materials, sample processing, and handling of the isolates was not 516 
standardized and left to submitting researchers to decide. This may be one of the underlying 517 
reasons why ~20% of the assemblies have >5% contamination scores (e.g., see CheckM 518 
values using family level marker indices as reported in PRJDB9057). Furthermore, some of 519 
the physical source materials used for each assembly were deposited into culture 520 
collections by researchers after the data were made available, which creates gaps in the 521 
tracking of sample handling. In fact, 109 of the assemblies in this BioProject are “atypical” 522 
and not attributable to a known collection. Thus, while this initiative aims to create a linkage 523 
between genomic data and physical strains, in practice the provenance of the data has 524 
created a high degree of uncertainty in the accuracy of the results. This is in contrast to the 525 
“sourced from the collection first” approach taken by ATCC, the JCM, and the NCTC.  526 

As the AGP has grown, and as our own methods have improved as new technologies and 527 
bioinformatics tools have emerged, so too has the quality and comprehensiveness of our 528 
data. Furthermore, these changes have demanded re-evaluation of how datasets are linked 529 
to one another, what metadata are captured, what criteria are necessary to establish 530 
provenance and trust, and how these can be provided to end-users of the AGP. This is an 531 
iterative exercise in the case of the AGP as community needs change and ATCC’s capabilities 532 
increase. This “living database” model is one of the key differentiators between ATCC’s 533 
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initiative and (at scale) it is likely not feasible for massive community-driven data archives 534 
like RefSeq, but it is plausible for culture collections to achieve.  535 

Taken together, these efforts illustrate that trustworthy genomic reference data are enabled 536 
not by sequencing scale or technological sophistication alone, but by the sequencing of 537 
materials whose physical provenance, handling history, and custodial chain are well defined 538 
at the outset. Initiatives such as the AGP and NCTC3000 exemplify a “collection‑first” model, 539 
in which genomic data are generated directly from authenticated, traceable source 540 
materials. In contrast, sequence‑first or community‑aggregated efforts often struggle to 541 
retrospectively establish provenance, even when data quality metrics appear strong. This 542 
distinction has important implications for how genomic reference resources are 543 
constructed, curated, benchmarked, and trusted, particularly as such datasets increasingly 544 
underpin clinical, regulatory, and AI‑driven biological analyses. 545 

Discussion 546 

Standards for genomics metadata and provenance are not the limiting factor: 547 
implementation and enforcement of those standards is. Community frameworks such as 548 
MIxS/MIGS (10, 11, 106), Darwin Core (e.g., GGBN) (107, 108), public health specifications 549 
(e.g., PHA4GE) (109, 110), and workflow provenance standards (e.g., BioCompute) (50) all 550 
make the same underlying claim: genomic sequences are only meaningfully reusable when 551 
they remain connected to (i) a traceable physical sample or specimen, (ii) the key contextual 552 
descriptors of how that sample was collected and processed, and (iii) the computational 553 
methods used to transform raw reads into the deposited record. Yet in major public archives, 554 
critical provenance fields remain optional, inconsistently populated, and weakly validated, 555 
so records frequently preserve the sequence more reliably than the evidence needed to 556 
interpret, replicate, reproduce, or validate it (22, 48, 74).  557 

A core gap is that the provenance of sample origins, handling, and primary sample 558 
processing methodologies are not mandated as a first-class, “metadata as infrastructure” 559 
requirement. Instead, it is applied inconsistently through a patchwork of different labeling 560 
schemas and requirements. Even when standards define “source material identifiers” or 561 
voucher linkages, public repositories often accept submissions without persistent 562 
connections to the originating biomaterial, leaving no reliable chain-of-custody and no 563 
practical route to obtain the original material for confirmation (5, 6, 42, 43, 48, 71, 74). This 564 
is not a niche concern: across multiple domains, metadata incompleteness and 565 
inconsistency remain widespread, and the burden of reconstruction falls to downstream 566 
end users rather than depositors.  567 
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A second gap is that the provenance of the computational methods used is not captured in 568 
a consistently machine-readable way (46, 47, 111). Archive schemas may store platform 569 
and basic run metadata, but critical details needed for replication (i.e., specific software 570 
versions, parameters, reference resources, filtering/contamination screening decisions, and 571 
validation logic) are often relegated to free text or (more commonly) omitted entirely. The 572 
existence of separate provenance standards like BioCompute reflects this reality: they arose 573 
because repositories and papers alone frequently fail to preserve enough workflow detail for 574 
reliable re-execution or regulatory-grade traceability (50, 112). Notably, BioCompute 575 
Objects have been identified formally by the FDA as an acceptable model for tracking the 576 
provenance of submissions for regulatory decisions (113). Similarly, the FAANG and 577 
ENCODE metadata models are examples of data standards requiring rich metadata for 578 
sample and data provenance. FAANG explicitly framed rich sample and experimental 579 
metadata as a core goal (114), and ENCODE organizes assay and computational metadata 580 
as structured schema objects (115). Yet, despite these major efforts to develop accessible, 581 
open interoperability standards that will work broadly with genomic data, these models have 582 
not been integrated into major public data repositories and remain largely parallel standards 583 
to the arguably less rigorous MIxS standards widely in use.  584 

Finally, the public archive ingestion model prioritizes scale over verification. For example, 585 
GenBank is built primarily from direct submissions by researchers and sequencing centers, 586 
underscoring that deposition is not intrinsically gated by peer review or independent 587 
validation. Data depositors can update records after they are released with links to related 588 
peer-reviewed publications, but in practice this is not a guarantee.  It’s interesting to note the 589 
historical contrast of this approach to Goad’s original intent for the Los Alamos DNA Data 590 
Bank, wherein all records would be labeled as “provisional” unless they were independently 591 
validated (1). Thus, public sequence repositories function as enormous data lakes with 592 
uneven provenance rather than curated reference resources: they maximize openness and 593 
volume, but provide limited guarantees about sample origin, authenticity, handling history, 594 
or computational traceability. This structural gap creates an ongoing challenge for method 595 
validation studies, complicates comparative genomics, imposes obstacles for genomics-596 
driven public health responsiveness, and hampers the development and training of high-597 
accuracy AIxBio models for digital biology applications. 598 

When Walter Goad proposed the first centralized DNA sequence repository in 1979, he 599 
stressed the importance of collecting “complete information on DNA origin,” including the 600 
source organism and even original lab records for verification. Goad’s vision included 601 
archiving gel electrophoresis autoradiograms and detailed sample information on microfilm 602 
alongside sequence data to ensure that future users could evaluate a sequence’s 603 
authenticity and quality (1). In many ways, current calls for data provenance echo those 604 
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early recommendations. The fact that the community is still grappling with missing metadata 605 
suggests that provenance and authenticity have been chronically undervalued for decades.  606 

Public genomics repositories have been indispensable for accelerating discovery, but their 607 
current “archive-first” operating model leaves a growing trust gap: sequences are often 608 
preserved more reliably than the evidence needed to interpret, reproduce, or validate them. 609 
As datasets scale and downstream reuse expands, especially for AIxBio applications, 610 
missing or inconsistent provenance (sample origins, handling history, and chain-of-custody) 611 
and incomplete computational provenance (software, parameters, reference resources, 612 
and QC decisions) increasingly translate into irreproducible findings, silent error 613 
propagation, and exploitable opportunities for fabrication or misuse. As a result, the life 614 
sciences community is now investing significant effort to retrofit these databases with better 615 
metadata at considerable costs, an endeavor that will be crucial for the next era of data-616 
driven biology. 617 

In addition, while prevention is essential, the scale of historical metadata gaps in public 618 
repositories cannot be ignored either. Strategic, targeted retrospective curation prioritized 619 
around high-value reference records (e.g. clinical and regulatory use cases) and widely 620 
reused benchmarking datasets will be necessary. Doing so will substantially aid in mitigating 621 
existing risks, even if comprehensive remediation is infeasible. Efforts to curate legacy data 622 
should therefore be treated as an infrastructure investment and aligned with clear 623 
incentives, automated where possible, and guided by realistic expectations about what can 624 
and cannot be recovered after the fact.  625 

In conclusion, the genomics and digital biology community does not need to reinvent 626 
standards; the existing standards the genomics community has already created must be 627 
enforced in ways that reduce friction for submitters while materially improving 628 
interoperability, traceability, and reuse. Critically, physical reference samples and the 629 
metadata that describe their origin, handling, and transformation should be treated as 630 
shared scientific infrastructure that is proactively preserved, persistently identified, and 631 
curated with the same long-term intent as reference genomes or computational resources. 632 
Culture collections and biorepositories can uniquely bridge the physical-to-digital divide by 633 
anchoring verifiable “digital twins” to authenticated source materials (41, 43, 95), while data 634 
repositories and journals can drive adoption through raising the minimum deposition 635 
requirements for metadata, better submission tooling, and visible incentives for strong 636 
provenance. The genomics community has long championed open data; the next step is to 637 
champion trustworthy data sharing so that the future of digital biology and AI-enabled 638 
biology is built on traceable, defensible, and reusable genomic records, rather than on an 639 
assumption of trust. 640 
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